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SMART BUSINESS STRATEGIES FOR THE LEGAL WORLD.

EXPERIENCED. CREATIVE. CONNECTED.

Let’s Go Phishing

Introductions
Paul Keith Jeffrey Schoenberger
Gibson & Keith Affinity Consulting
pwk@gibsonkeithlaw.com jschoenberger@affinityconsulting.com

mailto:pwk@gibsonkeithlaw.com
mailto:jschoenberger@affinityconsulting.com
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What is
Affinity Insight?
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What is Phishing?
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Types of Phishing
• Spear Phishing
• Whaling

• Catphishing (aka Catfishing)
• Clone Phishing

• Voice Phishing

• SMS Phishing
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1 Why Go Phishing?

• Money to be Made!
• People Are Gullible!

• Pandemic Makes for Easier Marks!

https://abovethelaw.com/2020/07/the-simple-practice-inexpensively-keeping-your-computer-safe/?rf=1
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https://krebsonsecurity.com/2012/10/the-scrap-value-of-a-hacked-pc-revisited/
https://blog.emsisoft.com/en/35541/how-do-hackers-make-money-from-your-stolen-data/
https://unsplash.com/@spanic?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/piggy-bank?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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ARKANSAS RULES OF 
PROFESSIONAL CONDUCT

https://krebsonsecurity.com/2013/06/the-value-of-a-hacked-email-account/
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The Water  We Swim In

(a) A lawyer shall not reveal information relating to representation of a 
client unless the client gives informed consent, the disclosure is impliedly 
authorized in order to carry out the representation or the disclosure is 
permitted by paragraph (b).  Model Rules of Professional Conduct R. 1.6

The Water  We Swim In

(a) A lawyer shall not reveal information relating to representation of a 
client unless the client gives informed consent, the disclosure is impliedly 
authorized in order to carry out the representation or the disclosure is 
permitted by paragraph (b).  Ark. R. Prof. Conduct R. 1.6

(c) A lawyer shall make reasonable efforts to prevent the inadvertent or 
unauthorized disclosure of, or unauthorized access to, information 
relating to the representation of a client.  Ark. R. Prof. Conduct R. 1.6(c)
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The Water  We Swim In

(a) A lawyer shall not reveal information relating to representation of a 
client unless the client gives informed consent, the disclosure is impliedly 
authorized in order to carry out the representation or the disclosure is 
permitted by paragraph (b).  Ark. R. Prof. Conduct R. 1.6

(c) A lawyer shall make reasonable efforts to prevent the inadvertent or 
unauthorized disclosure of, or unauthorized access to, information 
relating to the representation of a client.  Ark. R. Prof. Conduct R. 1.6(c)

The Water  We Swim In
[18] Paragraph (c) requires a lawyer to act competently to safeguard 
information relating to the representation of a client against unauthorized 
access by third parties and against inadvertent or unauthorized disclosure 
by the lawyer or other persons who are participating in the representation 
of the client or who are subject to the lawyer's supervision. Ark. R. Prof. 
Conduct R. 1.6,  Comment 18
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The Water  We Swim In

The unauthorized access to, or the inadvertent or unauthorized disclosure 
of, information relating to the representation of a client does not 
constitute a violation of paragraph (c) if the lawyer has made reasonable 
efforts to prevent the access or disclosure.  Ark. R. Prof. Conduct 1.6 
Comment 18.

The Water  We Swim In

Factors to be considered in determining the reasonableness of the 
lawyer's efforts include, but are not limited to, the sensitivity of the 
information, the likelihood of disclosure if additional safeguards are not 
employed, the cost of employing additional safeguards, the difficulty of 
implementing the safeguards, and the extent to which the safeguards 
adversely affect the lawyer's ability to represent clients (e.g., by making a 
device or important piece of software excessively difficult to use).  Ark. R. 
Prof. Conduct 1.6 Comment 18.
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The Water  We Swim In

A. The likelihood of disclosure if additional safeguards are not employed,
B. The cost of employing additional safeguards, 
C. The difficulty of implementing the safeguards, and 
D. The extent to which the safeguards adversely affect the lawyer's ability 

to represent clients (e.g., by making a device or important piece of 
software excessively difficult to use).                                                                                   
Ark. R. Prof. Conduct 1.6 Comment 18.

The Water  We Swim In

Whether a lawyer may be required to take additional steps to safeguard a 
client's information in order to comply with other law, such as state and 
federal laws that govern data privacy or that impose notification 
requirements upon the loss of, or unauthorized access to, electronic 
information, is beyond the scope of these Rules.  Ark. R. Prof. Conduct 1.6 
Comment 18.
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The Water  We Swim In

(a) A partner in a law firm and a lawyer who individually or together with 
other lawyers possesses comparable managerial authority in a law firm, 
shall make reasonable efforts to ensure that the firm has in effect 
measures giving reasonable assurance that all lawyers in the firm conform 
to the rules of professional conduct. remedial action.

Ark. R. Prof. Conduct Rule 5.1.

The Water  We Swim In
With respect to a nonlawyer employed or retained by or associated with a lawyer:
(a) a partner, and a lawyer who individually or together with other lawyers possesses comparable 
managerial authority in a law firm shall make reasonable efforts to ensure that the firm has in effect 
measures giving reasonable assurance that the person's conduct is compatible with the professional 
obligations of the lawyer;
(b) a lawyer having direct supervisory authority over the nonlawyer shall make reasonable efforts to 
ensure that the person's conduct is compatible with the professional obligations of the lawyer; and
(c) a lawyer shall be responsible for conduct of such a person that would be a violation of the Rules of 
Professional Conduct if engaged in by a lawyer if:

(1) the lawyer orders or, with the knowledge of the specific conduct, ratifies the conduct 
involved; or
(2) the lawyer is a partner or has comparable managerial authority in the law firm in which 
the person is employed, or has the direct supervisory authority over the person, and knows of 
the conduct at a time when its consequences can be avoided or mitigated but fails to take 
reasonable remedial action.                              Ark. R. Prof. Conduct Rule 5.3.
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The Water  We Swim In
[2] Lawyers generally employ assistants in their practice, including 
secretaries, investigators, law student interns, and paraprofessionals. 
Such assistants, whether employees or independent contractors, act for 
the lawyer in rendition of the lawyer's professional services. A lawyer must 
give such assistants appropriate instruction and supervision concerning 
the ethical aspects of their employment, particularly regarding the 
obligation not to disclose information relating to representation of the 
client, and should be responsible for their work product. The measures 
employed in supervising nonlawyers should take account of the fact that 
they do not have legal training and are not subject to professional 
discipline. Ark. R. Prof. Conduct Rule 5.3, Comment 2.

The Water  We Swim In
[3] A lawyer may use nonlawyers outside the firm to assist the lawyer in 
rendering legal services to the client. Examples include the retention of an 
investigative or paraprofessional service, hiring a document management 
company to create and maintain a database for complex litigation, 
sending client documents to a third party for printing or scanning, and 
using an Internet-based service to store client information. When using 
such services outside the firm, a lawyer must make reasonable efforts to 
ensure that the services are provided in a manner that is compatible with 
the lawyer's professional obligations. Ark. R. Prof. Conduct Rule 5.3, 
Comment 3.
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Prevention

https://unsplash.com/@kellysikkema?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/prevention?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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1

Ignore Suspicious 
Emails

https://abovethelaw.com/2020/07/the-simple-practice-inexpensively-keeping-your-computer-safe/?rf=1
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Brief Class:
Should I Click This?

https://unsplash.com/@neonbrand?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/class?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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Three Rules
1. Does the email address look right?
2. Hover (but don’t click) over the link 

and check the URL address. 
Is it correct?

3. Should I have expected an email 
from this person or business on this 
account?
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1 Additional Tips

• Don’t share your computer with 
anyone.

• Don’t work in a public area.
• Don’t go to strange websites.

• Do purchase malware protection.

https://abovethelaw.com/2020/07/the-simple-practice-inexpensively-keeping-your-computer-safe/?rf=1
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(Brian) Krebs on Security
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Kreb’s 3 Basic Rules 
for Online Safety

https://krebsonsecurity.com/about/
https://krebsonsecurity.com/2011/05/krebss-3-basic-rules-for-online-safety/
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Three Rules
1. If you didn’t go looking for it, don’t 

install it!

2. If you installed it, update it.
3. If you no longer need it, remove it.

Hardware

https://krebsonsecurity.com/2011/05/krebss-3-basic-rules-for-online-safety/
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Notebook Locks

Asset / Recovery Tags

ht
tp

s:/
/r

et
ur

nm
et

a
gs

.c
om

https://www.kensington.com/c/products/technology-device-security-products/device-security-keyed-locks/?srt=relevance
https://returnmetags.com/
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3M Privacy Screens
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0 Free “Find My”

https://www.3m.com/3M/en_US/company-us/all-3m-products/?N=5002385+8710873+8711017+8725356+3294857497&rt=r3
https://support.apple.com/explore/find-my
https://www.google.com/android/find?u=0
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Drive Encryption

Laptops with Built-In Security

https://support.apple.com/en-us/HT204837
https://docs.microsoft.com/en-us/windows/security/information-protection/bitlocker/bitlocker-overview
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Software

Encrypt with Microsoft Word
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https://support.microsoft.com/en-us/office/protect-a-document-with-a-password-05084cc3-300d-4c1a-8416-38d3e37d6826
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Encrypt with Adobe Acrobat
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PDF Files are Editable
Not Changeable…

Only if You Lock Them.

https://acrobat.adobe.com/us/en/acrobat/how-to/pdf-file-password-permissions.html?trackingid=KRRVA&trackingid=QYL4P47F&DTProd=ProSubRet&DTServLvl=AcroProSub&DTBizSource=CCM
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3-2-1 Backup Rules

1 Off-Site

2 Media Type

3 Backups

1. No Excuses – Every Day
2. Should be Unattended
3. Check the Log
4. Off-Site Storage
5. Run Test Restores
6. Have a Secondary Method



6/10/21

32

ht
tp

s:/
/w

w
w

.c
a

rb
on

ite
.c

om
/b

a
ck

up
-s

of
tw

a
re

/b
uy

-c
a

rb
on

ite
-s

a
fe

ht
tp

s:/
/w

w
w

.b
a

ck
bl

a
ze

.c
om

/b
a

ck
up

-p
ric

in
g.

ht
m

l

https://www.carbonite.com/backup-software/buy-carbonite-safe
https://www.backblaze.com/backup-pricing.html
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Password Managers
• Too many passwords and logons to 

track

• Strong passwords
• Use different passwords for different 

services

• Holds credit cards
• Holds any kind of personal info

https://1password.com/
https://www.lastpass.com/
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1

Don’t Share Files 
via Email

Pick a Cloud, Any Cloud to Share

https://abovethelaw.com/2020/07/the-simple-practice-inexpensively-keeping-your-computer-safe/?rf=1
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Encrypt Your Cloud
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Best to Track File Sharing

https://www.boxcryptor.com/en/
https://www.sookasa.com/
https://www.sharefile.com/
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Wireless Encryption
ht

tp
s:/

/e
nc

ry
pt

.m
e

VPN

https://encrypt.me/
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2-Factor Authentication
• Requires 2 authentication factors to 

verify identity

• Knowledge factors – something 
you know

• Possession factors – ID card, 
security token or smartphone

• Inherence factors – biometrics

2-Factor Authentication
(https://2fa.directory/) 

https://2fa.directory/
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In Conclusion
1. Does the email address look right?
2. Hover (but don’t click) over the link 

and check the URL address. 
Is it correct?

3. Should I have expected an email 
from this person or business on this 
account?

Paul W. Keith
pwk@gibsonkeithlaw.com

Jeffrey R. Schoenberger
jschoenberger@affinityconsulting.com

mailto:pwk@gibsonkeithlaw.com?subject=Arkbar%20Presentation
mailto:jschoenberger@affinityconsulting.com?subject=Arkbar%20Presentation

